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IES 50 Intelligent Entry Scanner FAQ
General Product Information
Q: What is the IES 50 Intelligent Entry Scanner and what does it do?
A: The IES 50 is a facial recognition and temperature detection terminal that is designed to help organizations provide an automated way to screen personnel prior to entering a facility, by utilizing precise
thermography technologies and facial recognition.

Systems Requirements
Q: What are the host PC Requirements?
A: Operating System: Windows 10
Recommended Display Properties
Screen Resolution = 1920 x 1080
Screen Orientation = Landscape
Scaling = 100%
Q: For directly accessing the IES 50, how do I connect to it?
A: Use a crossover network cable to connect directly to a laptop, standard network cable to a switch, or
WIFI connection to a PC on your network.

Product Features
Q: Why does the IES 50 have two camera lenses?
A: The IES 50 has two lenses, as one is for sensing visible light and the other is for infrared. The visible
light sensor takes a picture of the user for facial recognition. The infrared sensor is what detects
liveness (that an actual person is being presented and not a printed picture, etc.).
Q: What does the fill light do?
A: The fill light provides illumination to reduce shadows so the face can be fully seen for quality facial
recognition.
Q: What operating system forms the basis for IES 50?
A: The IES 50 uses an embedded Linux-based operating system.
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Q: What ships with each IES 50 Unit?
A:
•
•
•
•
•
•
•

One Tidel IES 50 terminal
One wall mount kit
One 7’ Ethernet Network Cable
One Power Adapter
A Setup Utility (on flash drive)
An operator’s manual
An installation and start up manual

Q: Does the IES 50 have optional stands?
A: Yes, we offer optional desktop and floor stands to support deployments of the IES 50.
Q: What protocol does the IES50 card reader support?
A: The card reader currently supports most 13.56 MHz RFID cards.
Q: What type of screen does the IES 50 offer?
A: An 8-inch In-Plane Switching (IPS) display with a 1280 x 800 resolution
Q: How many facial profiles can be stored by an IES 50?
A: The IES 50 can support up to 50,000 or 100,000 facial profiles.
Q: Does the IES 50 support WiFi?
A: Yes
Q: What are the connection ports available on the IES 50?
A: The IES 50 offers connection ports for power, Ethernet, and several peripherals.
See the following diagram:
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Performance and Accuracy
Q: What is the accuracy rate of the temperature sensor?
A: Within +/- 0.9 degrees Fahrenheit
Q: At what speed can the IES 50 process facial recognition?
A: <300ms for 50,000 registered users and <400ms for 100,000 registers users.
Q: At what distance can the IES 50 process facial recognition?
A: Between 19.69” and 78.74”
Q: At what distance can the IES 50 identify someone’s temperature?
A: Between 19.69” and 39.37”
Q: How quickly can the IES 50 read a temperature?
A: Within 1 second

Compliance
Q: What certifications does the IES 50 have?
A: ETL, CE, RoHS, and FCC
Q: Is the IES 50 FDA compliant?
A: The IES 50 is not a medical device and has not been evaluated by the Food and Drug Administration.
The IES 50 is not intended for use in the diagnosis of a disease or other conditions or the cure, mitigation, treatment, or prevention of disease.
Q: Is the IES 50 HIPPA compliant?
A: The IES 50 is not a medical device and is not part of a medical exam so it does not fall under HIPPA
compliance.
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Security / Privacy
Q: Is the information stored on the unit protected by encryption? If so, what level?
A: The data on the device is not encrypted and is stored in an internal database that is protected by login
credentials (ID and password). If IES 50 is used in a server-node environment, the data communicated
between the IES 50 and the server is encrypted by an AES algorithm.
Q: What types of data are captured by the IES 50?
A: The IES 50 makes use of a few different types of data:
a. Facial recognition profiles (or profiles): This is data used to set up a registered user on the system. This can include submitted photographs, and name information.
b. Facial recognition templates (or templates): A template is the computer-based analysis of the
user’s face. This is a calculation of the geometric locations of the features (nodes) on the user’s
face. Essentially, a unique identification of a facial image.
c. Access records: IES 50 records an event every time a user presents themselves for scanning.
This logged event is an access record. It includes time, date, temperature, and a photo of the
event. (only when facial recognition is enabled).
Q: How is the data stored?
A: The profiles are stored on the IES 50 device itself so it can run independently if the connection to the
network is lost. A server can be used to distribute profiles to several different IES 50 devices and pull
reporting.
Templates are created when a user is registered. The registry information can be deleted via the PC
management tool. When a user’s registration is deleted, so is the biometric template data for that user.
Access records, which include temperature information, are stored on the IES 50 device itself also.
Once retrieved from the device, it is up to the customer to decide where these records are stored.
All data is stored initially in a database on the IES 50 itself. This data is protected by an administrative
login and password protected SQLite database. The database is not encrypted. When the customer
chooses to export the access record data in a report (CSV format), then the data can be stored and
managed anywhere the customer desires. This of course must be considered as part of the overall
data management strategy.
Q: What if one of my employees resigns, and I need to delete their records from the system. How would I
do that?
A: User profile: The employee’s profile information can be deleted via the PC management tool.
That specific user will no longer be registered.
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Q: How long is the data kept?

A: Access Records: A maximum 100,000 access records can be stored in an IES 50. Once access
records exceed 100,000, then the older records will be overwritten. If there are fewer than 100,000
access records, they will be kept permanently. Going forward, a function is being implemented that
will set an expiration date to the access records. When the expiration date is reached, records that are
beyond that date will be erased automatically.
Templates & Profiles: User profiles and template data are kept until the system administrator chooses
to delete them. When the user profile is deleted, the biometric template data is also deleted.
Q: Is data stored in the cloud?
A: No.
Q: How is the data deleted/destroyed/removed?
A: All data/Factory Reset: All access records, Templates, and User Profiles in the device are deleted when
a factory reset is performed. Beyond the factory reset, the specific data types are deleted/removed as
described below.
Access Records: Access records are deleted per the description above when either the expiration date
is reached or when space constraints dictate that older records be overwritten.
Templates & Profiles: The employee’s profile information can be deleted via the PC management tool.
That specific user will then no longer be registered.
When access records are exported from the device, the customer must consider how these exported
records are managed, kept, and deleted as a separate part of their own policies and procedures.
Q: Do you have to use facial recognition?
A: No, you can put the IES 50 in temperature only mode and the biometric is turned off.
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Warranty and Maintenance
Q: What is the warranty offered by the IES 50?
A: A one-year parts warranty is offered with each IES 50. Extended warranty packages for up to two additional years are also available.
Q: Does the IES 50 require periodic servicing?
A: No, there is no maintenance needed.

Setup and Configuration Information
Registering Profiles

Q: How do I register facial profiles to the IES 50?
A: There are two ways to load facial profiles onto an IES 50:
a. Staff profiles loaded remotely from the management tool into the scanner units that are attached to
the same network as the management PC.
b. Staff profiles can be loaded remotely from the server into the IES 50 units that are attached to the
same network as the server.
Q: Can I register facial profiles on an IES 50 using the device, or do I need to import pictures from another
source?
A: Registering facial profiles directly on an IES 50 is not supported. Users must import photos from the
PC that is administering the unit.
Q: Can masks be worn during photo registration?
A: No. For optimal template creation, the photo must contain the entire facial profile.
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Deployment Scenarios
Q: What are the typical deployment scenarios for the IES 50?
A: There are 4 supported deployment scenarios for the IES 50:
•
•
•

•

Standalone - Devices configured by the PC management tool with staff profiles loaded locally into
the IES 50 units via ethernet cable.
Networked (non-server) - Devices configured by the PC management tool for devices that may be
remotely located.
Networked (server SW only) - Devices configured by the server application. This server application
is installed on the customer provided server which could be a physical server or a virtual server.
The customer’s server can be remotely located as long as it is on the same network as the IES 50
devices.
Same as above except server hardware is provided by Tidel
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Operating Information
Using the IES 50

Q: How does the IES 50 process facial recognition?
A: An image is taken and compared to the list of users loaded on the device looking for a match.
The first algorithm, “Face Detection,” is used to find the face from the camera image. Then the second
algorithm, “Feature Extraction,” is used, finding measurement points (nodes) and calculates the distance and relations to each creating a template. The third algorithm used is “Face Recognition,” which
compares the new template presented with the database (1:N) of users. If a match is found, the event
is recorded with the image captured and the match confidence level that is based on the threshold
setting.
Q: What does the IES 50 do when a temperature outside of a specified range is detected?
A: When a temperature outside a specified range
is detected, the IES 50 screen presents a red outline
around the user as shown below.
An audible alert is also played.

It is important to note that the IES 50 can approximate the surface temperature of subjects for the
purpose of assisting in the controlling of access to a facility. If a temperature is identified that appears to
be outside a specified range, additional inquiry will be needed to determine the cause. That inquiry may
or may not include seeking medical attention from a health care provider. The IES 50 is not a medical
device and has not been evaluated by the Food and Drug Administration. The IES 50 is not intended for
use in the diagnosis of disease or other conditions or in the cure, mitigation, treatment, or prevention of
disease
Q: Can the IES 50 process facial recognition when the person is wearing a mask?
A: Yes, the IES is capable of processing facial recognition with most masks when the person walking up to
the device is wearing a mask. In fact, if the person is not wearing a mask, an alert will sound.
Q: Can the IES 50 be used outdoors?
A: No, the IES 50 is not designed to be used outdoors.
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Q: Can the alarm volume be adjusted?
A: Yes, the volume can be adjusted via the PC management tool.
Q: Can the IES 50 be setup on a network, or does it need to be accessed directly?
A: The IES 50 supports both scenarios.
Q: Is there a battery if the power goes out?
A: No, the IES 50 is not equipped with a backup battery.
Q: How is the device calibrated?
A: All the devices are calibrated at the factory. IES 50 devices do not require additional calibration after
they are installed.
Q: How far does the IES 50 need to be from magnetic field devices?
A: The IES 50 uses Infrared light to approximate the temperature. There are no restrictions using the IES
50 around magnetic field devices.
Q: How does IES 50 protect against users attempting to spoof the biometric with a photo.
A: IES 50 contains liveness detection using an infrared camera.
Q: Can the IES 50 work with facial recognition, RFID cards, one or the other, or can it work with both simultaneously?
A:
•
•
•

ID Cards only: No facial recognition and temperature screening required
Facial recognition only: Facial recognition and temperature are taken.
ID card + Facial Recognition: Dual authentication that provides an additional level of security
requiring both facial recognition and a RFID card.
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Q: Is the IES 50 able record people that are turned away?
A: Yes, when facial recognition is enabled, the access records will include photos of all persons
attempting to gain access. This also includes those who are outside of the acceptable
temperature range.
Q: Is there a setting that does not store the temperatures?
A: When facial recognition or card access is not used, the IES50 will not log any access records.
This guest mode will notify users if their temperature is outside of normal range but will not keep
records of this data.

Reporting
Q: What types of reports can be pulled from the PC Management Software?
A: Access record report can be pulled from the device via the PC management software. This report will
show : Time, User ID, Name, Gender, Birth date, Department, Card NO., Authentication Record Type
(Face Recognition or Card), Door Status (whether access was granted or not), Identifying Confidence
Values, Temperature, and the Captured Photo
Q: Can the reports be exported? What is the methodology to do this?
A: Yes. The reports can be exported in a CSV format with the images collected.
Q: Is there a way to set up automatic exporting of reports on a programmed cadence?
A: This is currently not supported.
Q: When deploying the IES 50 using a server in a multi-node environment, what types of reports can be
run from the IES 50 using the server?
A: The following are example reports that can be run from the IES 50 using the server:
Attendance Report: including user attendance records with Name, ID, as well as in/out times. This can
be viewed by day, by month or by individual.
Device History Report: this is the same as the access records on a device by device basis. The history
report includes all devices managed by the server.
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Deploying the IES 50 on a Network
Q: Can the IES 50 be managed over a network?
A: Yes
Q: What would I need for a networked version of the IES 50? How many units can be placed on a network?
A: The server can support up to 200 devices
Q: Can users be added remotely?
A: Yes, in the networked configurations, users can be added to the IES 50 devices remotely.
Q: What are the minimum server specs for <5 devices?
A: The minimum server specs for <5 devices is: i3(4th gen), 16GB memory, 512GB HDD. Run a CENTOS
7 Linux OS.
Q: Does the IES 50 support LAN connectivity?
A: Yes
Q: Does it use the network to do face recognition? Can the IES 50 run when not connected to the network?
A: Yes. The IES 50 will run without a network connection. The face recognition is all performed locally to
the device.
Q: If I have two devices, is it possible to share facial profiles between devices?
A: The server software allows a user to be registered across multiple devices.
Q: Can the IES 50 be set up so that it automatically backs up data from the device to the central server?
A: Yes, when the server configuration is used, access records are automatically synchronized with the
server. (this is not automatic exporting of reports). The data from all devices managed by the server
can be viewed under device history.
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Server Software
Q: Can the IES 50 server software be used to import a large database of existing facial

profiles?

A: Yes. With the IES 50 server software, a batch upload of users can be performed if the data is included
in a CSV file adhering to the IES 50 import template.

Building Access

Q: Can the IES 50 provide control access to doors for visitor control?
A: Yes, the IES 50 can be integrated to an access control system.
Q: Can it connect to my building security?
A: No
Q: Does the IES 50 work with RFID cards?
A: Currently the IES 50 works with most 13.56MHz RFID or NFC cards.

Upgrades
Q: Can I upgrade the software on the IES 50?
A: Yes. Firmware upgrades can be performed via the PC management tool.

Customization

Q: Can I change the voice prompts or instructions when access is denied or granted?
A: Yes, there is a list of responses that can be used for these events.
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